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- Project Management & Business Administration 

Strategy Leadership @MBDA

- Group Head of Industrial & Technical Strategy (4 years)
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About Klaus Bayer
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The Critical Importance of Cybersecurity

▪ Protecting sensitive data and technologies: patents, designs, communication systems

▪ Ensuring operational continuity: preventing disruptions in critical infrastructure

▪ Resilience against attacks: safeguarding civilian and military systems from cyber threats

Challenges in the Sector

▪ Increasing connectivity between aircraft, satellites and ground stations

▪ Complexity of international supply chains

▪ Use of AI and Big Data in control and communication systems

Examples of Threats

▪ Attacks on satellite communication systems

▪ Data theft during the development of new technologies

Cybersecurity: A Key Priority in Aerospace

20/07/2025 © VDE Bayern 3



Expert Network

▪ Over 36,000 members from science, industry, and research.

▪ Sharing best practices and developing standards.

Key Roles of VDE

▪ Standardization: Developing norms and guidelines for secure IT infrastructures

▪ Certification: Supporting the certification of technologies and companies

▪ Research and Development: Promoting innovative projects

▪ Training and Education: Organizing seminars and workshops on current security issues

Practical Example

▪ VDE Bayern Cyber Security Sundowner

VDE as a Partner for Security and Innovation
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Expert Forum on Cyber & Security
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